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New Caregiver Account Claiming: Learning Objectives

By the end of this session, you will...

1)Successfully “claim your account” (allowing you to access the
Providence network and applications) and set up your Multi-
Factor Authentication (MFA) allowing you to access
Providence remotely

2)Get started with your New Caregiver Orientation (NCO)
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Internal Transfers or Position Changes, Already Claimed

(have Providence email)
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If you have previously worked at Providence or a Providence affiliated
organization in the past 90 days, you will most likely not need to claim
your account. Caregivers should only need to claim their account
once.

Can’t remember or need to update your security questions?

Go to:
IAM.providence.org



Account Claiming
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Account Claiming and MFA Set-up Overview

gk Providence FindsOocior Lo

Get Back to Care

Schedule a screening today.

|

=

Incognito or InPrivate
browser window

Enter info

https://access.providence.org/

-

gk Providence

firstlastname @providence.org

Enter password

iy

Account Claiming success!
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Keep your account secure

Microsoft Authenticator

1

ﬂ/- =

Keep your account secure

ecurity Questions
and Password

J L

Re-enter password

“I'wanttosetupa
different method”

Enter phone info

MFA success!




Incognito (Chrome) or InPrivate (Edge) Window

Start by opening an InPrivate
(Edge) or Incognito (Chrome)
browser window

providence.org

) AAD Materials ] DIMD Materials EIp Day 1 Metric Dashb... [7] Misc Useful 3 Day 1Implementati.. [ Day1 (5 Newtab Ctrl+T

:-'!.'{fl:' Providence Find a Doctor  Loc

Get Back to Care
Schedule a screening today.

If you've put off your check-up or screenings, schedule an

appointment today.
|

\
Schedule a screening

n
n
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Click the three dots at the
top right of your browser

N\

s Q| 1 @ Then select New

® English v Q seattle, wa 9sno SRR Ctri+N /

InPrivate window

@ New InPrivate window Ctrl'rShiD

Zoom — 100% + e
fE Favorites Ctrl+Shift=0
Collections Ctrl+Shift+Y
O History Ctrl+H
i Downloads Ctrl+)
B Apps >
G Extensions
%\-‘ Performance
@ Print Ctrl=P
[ Web capture Ctrl+Shift=S
(3 Web select Ctrl+Shift+X
& Share
53 Find on page Ctrl+F



Caregiver Access Portal

AC C Ount Clalmlng and Are you a new caregiver?
. Use the link below to claim your account and configure multi-factor authentication. This video will walk
\ / I FA C On ﬁguratlon you through the process.

1. Navigate to Claim Your Account and Configure Multi-Factor
. . Authentication (MFA) . .
https://access.providence.org/ using a U U ([t i sy, o s
hentication. This all h k wh
web browser, preferably Chrome or Edge .-=- S ot P yei 12 eeess themelwork when
/ Once you have successfully completed the step above, your account is setup and ready for use!
Note: Th is We bSite Ca n be reached from If you are experiencing any issues, please click on the links below for additional help.
. Account Claiming and MFA Resources
anywhere that has access to the internet . R e

ming and MFA Setup

2. Click Claim Your Account and Configure
Multi-Factor Authentication (MFA)

Are you an existing caregiver?

@& ™ Reset Your &

Remote Work @ Configure
I

Bl —== Password B —= Guidance MFA
Can't remember your information Services Use this link if you've
resources to assist already claimed your
caregivers working account and only need
remotely from home. to update your MFA.

must have setup multi-

3 r authentication
to use this feature.

Disclaimer | Terms of Use & Privacy Policy | Notice of Nondi

rimination and Communication Assistance | Notice of Privacy
Pr S

ces

©2021 Providence. All Rights Reserved. An Identity & Access Management (IAM) platform of Information Services.
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Account Claiming

Welcome to the Providence Account Caiming Page

3. Enter your Legal First Name and Legal Last Name

Note: These fields are not case-sensitive, but the spelling
must match what was submitted when you were entered
into the system.

Legal Name

4. In the Date of Birth section use the dropdowns to ° [
select the Month and Day of your birth E——— Y

5. Type the last 4 digits of your Social Security Number =
(SSN) or National ID and click Verify

after 3, 4, and 5, click ->
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Account Claiming: Acceptable Use Agreement

PSJH Acceptable Use Agreement

Providence requires everyone granted access to our information systems protect our patients’ information in accordance with the Health Insurance
Portability and Accountability Act (HIPAA), Providence Security Policies, and applicable federal and state laws.

Fachmowtudge thet: 6. Review the PSJH Acceptable Use
s | ige that | am the k to whom the personal information entered on the previous page belongs and am not claiming this account on

banal of omeane sse Agreement. If you agree click, | Agree.

+ | acknowledge that | will be setting my own answers 10 the personal security questions and will be setting my own password upon reaching these
uUpcoOmIng steps in the account claiming process

1 agree to hold Providence information in strict confidence and not disclose or use i except under the following circumstances: as authorized by
Providence, as permitted under the writlen agreement between Providence and the Organization through which | am affiliated, consistent with the
reasons for my access, solely for the benefit of Providence, its patients, its membaers, or its other customers. of as required by applicable law

« Providence will issue me a unique user ID. | understand it is my responsibility to safeguard my user ID and password combination. | agree that | will not
share my password with others or leave R written down for others 10 find, or make it avalable in any other way

« | understand that my access 10 the Providence network, applications, emall, and telephone use is a privilege. Providence may revoke this access if |
misuse these services. | understand that Providence monitors, tracks, andior audits these services based on my user ID

I will keop Protected Health Information (PHI) out of sight and will secura it when not in use 1o prevent unauthorized access. | will use secure mathods
o dispose of files or documents containing PHI or other confidential information

+ Providence is granting me access lo systems and information owned or operated by Providence or one of its subsidiaries, and that | will have access to
confidential information not generally available of known 1o the public, including PHI

| will only access Providence information for which | have legitimate need. | will only actess minimum necessary information in order 10 conduct my job
function. | will not access records of friends, familly or anyone for whom | do not have a legitimate business need

| understand emall is not a secure or conf jal method of © jcation with external recipients | will utiize the secure email solution in the event |
need to icate PHI or other confidential inf ion by entering #secured in the subject ine of the emal

| understand that if | breach the terms of this agreement, applicable Providence privacy and/or security policies, or applicable law. including without
Emitation HIPAA and the Health Information Technology for Economic and Clinical Health (HITECH), Providence may terminate my access. Providence
s enitied to all remediation R may have under written agreement of under appiicable laws, as well as o seek and obtain injunctive and other equitable
relief, and/or contact law enforcement

1 will repont all suspected privacy and security incidents immediately 1o the Providence Breach Reporting Hotline at 866-406-1290.

By claiming my I dge that | have read and understand this Providence Data Access Acceptable Use Agreement.

9

=

St Providence



Questions and Password

7. Onthe next page, set five different security questions
and answers.
* These will be used to validate your identity if you
need to reset or unlock your account in the future.
* The answers are not case-sensitive, but they are
space sensitive
* Example: if you use “High School” as one of

\

your answers, include the space between High

and School.
* You cannot select the same question or answer
more than once.

8. Scroll to the Set your Password section. Type a password

using the password policy requirements that are listed
and confirm it.
* Click Submit.

. Remember your password!

You will want to write it down. You will need
it in a few moments to set up your MFA.

St Providence

T~

...then click -> @
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Account Claiming: Success!

Congratulatiens! You were successful in claiming your account.

Account Claiming

9. Write down or take a

picture of these 4 pieces
. . Important! Decument your user principal name displayed below. It will be required for the naxt step, Multifactor Authentication (MFA) when you
of information... are asked to sign in:

A. Network Login

User Principal Name: first.lastname@providence.org

. . Other information to document:
B. User Principal Name )
» Tolog into your computer (Username): ong.barrett
C. Employee ID, and = Your Employee |D: 6680658
. o Used in various system (e.g. HR applications)
D. Email Address. i -

» Email Address: first.lasthame@providence.org

Click 'Next' to continue to configure Multi-Factor Authentication (MFA).

Click Next

St Providence



Account Claiming and MFA Set-up Overview

gk Providence FindsOocior Lo

Get Back to Care e
Schedu ning today. Q i
seooin = P
| -
L e
¥ ]

Incognito or InPrivate
brows%ndow

ecurity Q»étions
and Password

Acceptabye Use

Ent

Keep your account secure
. Keep your account secure
gk Providence Your crganiZatian hEQuiEs You 10 36t Up I 1SRG FERGSS of BrOving Wha You B P Y
o argaication recyaces s 0 0t e follcmng methosts of i i you e

firstlastname@providence.org Microsoft Authenticator

e L—l,ﬁ i< B |:[> Co—1

e 8 a8 © @

Jr

Q

Account Claimifg success! S S
Enter phone info

MFA success!

Re-enter password “I want to set up a

JL .
# Providence different method” 19



MFA: Sign-in B® Microsoft

Sign in

first.lastname@providence.org

No account? Create one!

Can't access your account?
1. Your User Principal Name (UPN) will
auto populate, and the screen will
automatically advance.

Back Next

Verify your User Principal Name (UPN),
enter the password that you just
created, and click Sign in ai& Providence

first.lastname@providence.org

Enter password

St Providence




MFA: Keep Your Account Secure

Keep your account secure

2. Click | want to set up a different method :? Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

6 Start by gétesg.the app
On your phone, install the Microsoft Authenticator app.

After you install the Microsoft Authenticator app on your device, choose “"Next".

| want to use a ithenticator app

, £
< | want to set up a different method
[ ——

St Providence 14



MFA: Phone Set-up

3. Enter your phone info
A. Select Country

B. Enter the phone number or confirm —_|

the pre-populated value

C. Select Text me a code and click Next

T~

Alternately

A. Select Call me and click Next

B. The phone number will be called with
instructions to tap # to verify

meer would you like to use?

N

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

hone

You can prove who y by answering a call on your phone or texting a code to your phone.

v l || 0000000000

l United States (+1)\

r &
@ Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you agree
and cookies statement.

e Terms of service and Privacy

St Providence




MFA: Completion and Success

4. Find the 6-digit code that
was sent to your phone 5. Enter the code and click Next

Phone ¥

We just sent a 6 digit code to +1 4255121568. Enter the code below.

Enter code

Use verification code
834184 for Microsoft
authentication.

Back
Use verification code

575605 for Microsoft

Resend code

authentication.

Phone X

O®~ o 5@

ARRREEGMEE °SMSverified.Your phone was registered successfully.

BzZxcVeBNM

123 space return
() |

St Providence




Verity

Go to: https://mvyapps.microsoft.com

i Providen My Apps *

If you have a Rise icon, you are O —

set to begin New Caregiver
Orientation (NCO). Congratulations! 1. . @

Change My Password Healthstream Servi N w Self Outlook Onlin
eeeee

& G @ (5] https//myapps.microsoft.com % o

St Providence 17



Help Contacts

If you still have questions or issues with account
claiming or setting up your MFA, please join our
“NEO Account Claiming Support Bridge” Teams
meeting.

Available: (all Pacific Time)
Mondays & Wednesdays from 8:00 am —11:00 am,
and Mondays between 1:00 pm — 3:00 pm

+1 503-863-8266 United States, Portland (Toll)
Conference ID: 597 009 167#

St Providence
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Getting Started with
New Caregiver Orientation (NCO)

St Providence




https://myapps.microsoft.com/

Introduction to
HealthStream.

Intro to Healthstream

St Providence

B M -

oo Grnaton 1. Getting Started
o
1 Welcome to Providens

New Caregiver
Orientation (NCO)

C & Take a Tour

My To-Do List

TOTAL TASKS: 3 REQUIRING ATTENTION: 1

Healthstream
To Do list and Tour

ampleted
ream L 9
Whatis HealthStream? mmro
¥ . Fute
et b1l
TestthelinktoHealthStream et
Understand HealthStream Requirements. & Providence

Mark as Completed
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Where to Find Your New Caregiver Orientation (NCO)

Once you gave claimed your
account and set up MFA,
please refer to the email you
received last week.

Most often, you should start
your New Caregiver
Orientation (NCO) in Rise. —_|
Otherwise, please contact
your hiring manager.

< C M (5 https;//myapps.microsoft.com
g Providence My Apps £ search apps
Quick Launch ~/| HR Apps Performance & Develop... Productivity IS Apps ’ Apps &

@ now

Action Hub

‘ Qstream

ServiceNow Self
Service

Change My Password Healthstream

©

Kronos PHS (Internal)

B = ®

= Listview ==+

3

Outlook Online

St Providence

https://myapps.microsoft.com/
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Getting Started in Rise (New Caregiver Orientation)

Rise Welcome Screen

e

Do you have the skills you need to take on
tomorrow?

Select Your Role:
e Please select the role that most
closely resembles your new role

* Close is good enough!

St Providence

=

Select Your Role

Nurse

o rise

Select Your Role

Your role is the foundations of your skill profile and personalizes your Rise experience.

Q

Registered Nurse

Patient Services Representative

Medical Assistant | Pharmacist Registrar

Patient Care Coordinator

Leadership

Language Leaming, Policy Research, Leadership Customer

Physical Therapist

Nursing Assistant

ity Assurance, Critical Thinking, Coaching, Occupational Therapy, Athletic Training Mathematic

22




Starting in Rise - continued

 wise o rise

There are 15 Skills Assigned to the Senior Instructional Designer Role Complete your Skills Profile

, Although skill ratings are not required, adding them to your profile provides a starting point to track your progress, and
The following skills are recommended for all Senior Instructional Designers and will be added ta your profile. However, you ougl gs are not req; 9 your F gF your prog

can click a skill to deselect it and it will not be added to your profile,

3
+ Educetions! Technology v Curicuhon Dosige + VideaProduction
@ s Selt Rating sSource Remove

1 1 -

improves your overal learning experience.

+ Rose S
Ausio P o Role Sk
o Manag s Rote Sk
Edu i) 2
Cur + Roe Sk
Articulate 360 Storyline + Fole Sk
vi odt 38 Role Sk

(=)

Click Next Step to pass through the Skills Inventory and Skills Profile
pages. You can return another day.
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Starting in Rise - continued

Click on Home at the top of the Rise page

P o Rrise < Home ’Fealurecl Profile

. Jonathan Sackett
Senior Instructional Designer Redmond, WA 0 Followers O Following

Overview Skills  Collection  Assignments  Shared Saved Pathways Plan Grol
Skills View Al
Top Focus
5
3
, . /
Nov Dec Feb Mar

@ Consulting

@ Adobe Creative Suite

1Signal

0Signals

Q

A Share Profile

Search

£ settings

+ Add Build Your Profile

St Providence
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Getting into NCO 1n Rise

Rise Dashboard

¢ @& A
A rise

https://degreed.com/dgusero62iokd/dashboard

&

Home  Featured  Profile

. Kalen Lagerquist ‘ﬂ GENESIS LEARNING
H ;
s Rt v

Focus Skils Continue Learning

Access Pathway Now >

(5 i == =
Resources = = mT[nM'
“ “ |5 D ! o
Plan (O pamiwar - s9x compLETED
Get Started in Rise New Caregiver Orientation
(NCO)
o -
Monthly Activity
]
v 2
® 4
Al a y
ficle Article
Hot Topics Talking about Mitigation Job HR Genesis Resources

Aid Learning SharePoint

) v @

(O 'paTHwAY - 925 compLETED
Non-Employee Workforce
(US) Required Learning

o -

Articl
Badging Process.

L]

You may...

* Use the search bar and enter “NCO”
Click the tile (if you see it)

or
* Scroll down to Hot Topics and click
/ on New Caregiver Orientation (NCO)

Hot Topics

and In: (I )

——

L 1}

4

St Providence
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Getting into NCO

1. To start, click on the video for
1.1 Welcome to Providence.
Complete all of section 1.

2. Click on Section 2 “Required Learning"\

New Caregiver Orientation (NCO)

28 Items * 6 Sections « 12 Optional ltems

87%

Welcome to our organization! This information and resources will help get you off to a great start.
For best results, view this content in a Chrome or Safari browser. Allow 3 hours to complete.

cmmbornmrs:© . . ‘@

Visible to organization

Pathway

1. Getting Started

To track your progress "Mark Complete” after you have viewed the content

w» 1. Getting Started i & 56 "
2 Subsections - 6 ltems - 2 Optional items

+ Welcome to Providence

" Virtual Support

N\

¥ 2. Required Learning
1.1 Welcome to Provide
) 3.Kronos and Genesis Systems

Video 2 Minutes Vimeo

Welcome New Caregivers | Greg Till
A message from Greg Till, Chief People Officer

v Completed

» 4. Benefits Information

Post  1Minute
Navigating New Caregiver Orientation

This RISE pathway is designed to provide foundational
information for new caregivers. You will be introduced to:

HealthStream - a learning management system for requir...

St Providence
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Accessing HealthStream

1. Click on the course’s title or picture for each 2. When you click the 3™ section Understand HealthStream
of the 3 sections. There will be a popup

Requirements you will be brought to a .pdf titled
window for each. “Introduction to HealthStream.” Click on the hyperlink to
enter HealthStrear\n.

Introduction to

HealthStream.

o Traca - 2.1 Health§ream Learning

What is HealthStream?
« Heslth L
track, and

ming Management Syst gned to manage, delver,
ules.

How will luse it?
What iz HoathStream?

t experience.
& roblem pers
additional que ‘concems, please con 844)
Test the Link to HealthStream -
Actions for New Caregivers: <
T— . g 2k Providence
1. Click the TAKE A TOUR button to see a short
overview of the HealthStream dashboard. - S
w
Undars1and HeatnSIream Requirements @ Frovidence
nological order by due date.

or being added to the schedule.

jazCom - The Right
qulatory Requiremen

P
PROV:
“Important not

nolonger exist

to your training plan, - |
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Using HealthStream

JlL .

Actions for New Caregivers: =) P rOVIdenCC

1. Click on Take a Tourt hort i f the HealthSt dashboard -—.
ick on Take a Tour to see a short overview of the HealthStream dashboar: P —— m

2. Select To Do for your assigned items .
My To-Do List

Important: TOTAL TASKS: 3 REQUIRING ATTENTION: 1
*  Your To Do items are arranged chronologically by due date.
*  Some are required prior to patient care or being added to the schedule.
*  Prioritize Day One REQUIRED modules first:
o  PROV: HazCom - The Right to Understand
o  PROV: Regulatory Requirements Equivalent (NCO)
o  PROV: COVID-19 Emergency Temporary Standard JdIL ~
o  One of two RIS Compliance courses assigned to you: PROV: RIS 'ﬁk PfOVldence
Compliance, FWA, Privacy and Security Awareness Education PROV: RIS
Compliance, Privacy and Security Education + Quality & CIA Overview Connections ToDo  Completed  Profile

3. Once you settle into your new position, return to HealthStream and navigate to Catalog
the CATALOG to add to your training plan.

St Providence 28



Completing NCO

Not Completed —

St Providence

Please return to Rise to mark each

section as complete when you are done.

N

New Caregiver Orientation (NCO) 2. RCQUiI’Cd Learning

o Track Your Timw 2.1 HealthStream Lear Completed
2.1 HealthStream Learning

What is HoaRthStream?

\ What is HealthStream?
v

v Completed
Test the Link to HealthStr

Test the Link to HealthStream

| iy

v Completed
Undarztand HealthStrean

Understand HealthStream Requirements

N

Werirridareranee

v Completed

TPaTpuwa,
EaFo it g
| "W

&P 2 0ol
wa@® Ve

ovidence

& Providence

Completed

29



Congratulations!
You are well on your way to finishing
New Caregiver Orientation

Welcome to Providence!

St Providence



Common Issues

St Providence




Getting into NCO 1n Rise

You may...

Use the search bar and enter “NCO”

Click the tile (if you see it)
or

Scroll down to Hot Topics and click
on New Caregiver Orientation (NCO)

St Providence

Rise Dashboard

&

am—

C [ @  hitps//degreed.com/dguserob2lokd/dashboard

M RSE  Home Featued  Profile

Focus Skills

ﬂ GENESIS LEARNING
R / Access

Continue Learning

N\

Hot Topics\

Resources

Monthly Activity

@ e

¥ Points Earne

Allactivity >

Hot Topics

7 J

Plan
Get Started in Rise

o -

Trending Within
Rise

2 Katherine Berger ar
ead this

11599 others

= We&mtq-::
 eTEan

() | PATHWAY . 89% COMPLETED
New Caregiver Ori

A A G

() PATHWAY - 82% COMPLETED
. Norkf

(NCO)

o -

(US) Required Learning

o -

Badging Process

L]
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Single Sign On (SSO) and Healthstream

Occasionally, SSO does not work for caregivers
through www.MyApps.Microsoft.com and will
come to the Healthstream Screen (pictured o
the right) asking for User ID and Password.

User ID and password will be your Employee ID

Number and the password you created earlier |
today.

ﬁ[l_.‘ Providence
3IF St.JosephHealth

Note: the first time you sign in, you will be
prompted to change your password, but the
User ID will remain your Employee ID

St Providence
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Verity From the “My Account” Page

If after setting up the MFA

method, you are sent to the —
account overview screen: 0

L3 Devices Shugard’ Dustin

Go back to the . e

SJH Covenant Medical Center

www.myapps.Microsoft.com S R
site on your web browser.

]
.
g
g
2
5
S
2

Security info

5

Keep your verification methods and security
info up to date.

UPDATE INFO

Devices

<J .
'-'|'I'|= PI‘OVldence Presentation Title Here > Insert > Header & Footer 34



HELP: NEO Bridge Line

“NEO Account Claiming Support Bridge”
is only for those with issues

Notes:
v’ Separate Teams meeting, so you will “leave” this
meeting and join the NEO Bridge Line

v" When you join, the meeting will be in process. You will
be asked to provide your name, phone number and
where you are having an issues — no need to raise hand,
they will call on you when it’s your turn

v" You will stay on NEO Bridge to complete MFA, get into
Rise (no need to return to this call)

St Providence 3



